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Event Security Planning for Public Safety Professionals-
Introduction

The Event Security Planning for Law Enforcement Professionals course is designed to educate
all small and rural community public safety personnel as well as local officials concerning
security concerns and considerations involved with planning any event.

Event security planning is a critical part of successful event planning. This is a planning and
management course designed to introduce basic principles and skills associated with planning
security for events in small communities and rural areas.

Designed as a planning level course; it does not provide operational training regarding security
at planned events. This course enables participants to recognize and plan adequate strategies
and security measures to prevent or mitigate security incidents related to planned events. The
course reinforces the importance and magnitude of security planning required to execute a safe
and effective event regardless of the size of the event.

Advance planning considerations for security should be built into overall planning and
management of events. Bringing together security planners from various agencies and
departments will reinforce the benefits of cross-discipline collaboration in advance planning for
security of planned events. Policy makers and event planners who attend the course will
recognize the benefit of including all involved agencies and personnel on event planning teams.

The following key elements serve as the basis for the course:

* Review of the National Incident Management System (NIMS), and the Incident
Command System (ICS) and their relationship to security planning and management;

e description and examples of events and venues; high-risk activities with security
considerations; potential security incidents/hazards/exposures; and consequences to
those incidents;

e guiding principles for event security;

« fundamentals of risk assessment (risk, threat, and vulnerability assessments);

« key components of event security planning: (examples: Memorandums of Agreement
(MOAS), emergency action plan (EAP), resource requirements, communications);

< role of actionable security intelligence;

e decision-based video scenarios to plan for potential “security” incidents/planned and
unplanned security hazards/exposures (examples: fire safety incidents, hazardous
materials spills/incidents, food safety incidents);

e event planning exercise;

e pre-incident planning; and

e job aid (decision-making sync-matrix/software).

This course supports the strategic goals of Homeland Security Presidential Directive-8 National
Preparedness, National Preparedness Goal, and the Target Capabilities List in the areas of
planning, interoperable communications, information sharing & collaboration, risk analysis,
critical infrastructure protection, on-site incident management, public safety and security,
citizens’ protection, and emergency public information and warning.
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Course Introduction - Administration Page

Duration

This module is 1 hour in duration.

Scope Statement

This lesson provides a review of the course pre-requisites and an overview of the course goals
and objectives and explains the applicability of the course to the target audience. It provides the
first opportunity for the faculty and students to introduce themselves to each other. The students
will complete all administrative requirements as well as a course pre-test to assess knowledge
and experience.

Terminal Learning Objectives (TLO)

Students will be able to identify and articulate the course purpose, goals, and objectives and
recognize the applicability of event security planning as it relates to event planning at their home
station.

Enabling Learning Objectives (ELO)

- Define the course purpose, goals and objectives.

- Recognize the applicability of event security planning; explain usefulness of course as it
would relate to current job.

- Describe the individual evaluation strategy and successful course completion
requirements.

- Recall ICS/NIMS pre-requisite information and relate to course objectives and goals.

Resources

- Patrticipant guide

- Course pre-test
Instructor to Participant Ratio
Preferred instructor to student ratio is 1:20-30
Reference List

Connors, Edward (2006). Planning and Managing Security for Major Special Events: Guidelines
for Law Enforcement. Institute for Law and Justice for Office of Community Oriented Policing
Services, US Department of Justice.

Practical Exercise (PE) Statement

Students will be administered a course pre-test to gauge level of knowledge prior to start of
course.

Assessment Strategy

- Course pre-test
- Instructor facilitated verbal review of module material
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MODULE 1: Relationship between Event Planning and
Security - Administration Page

Duration

This module is 1 hour in duration.

Scope Statement

This module will provide students with an overview and working knowledge of event planning
and knowledge of the relationship and importance of security planning for events/events with
associated risks. Discussion will include the roles and responsibilities of the security planner
and the role of security as an integral part of the event planning committee.

Terminal Learning Objectives (TLO)

Students will be able to (1) outline the components of planned events and security planning and
the interrelationship of each and (2) Identify and explain the roles and responsibilities of the
event security planner and the security committee’s role in the successful execution of an event.

Enabling Learning Objectives (ELO)

1-1.  Correctly identify the key components of event planning.

1-2.  Outline the key components required to establish an effective security plan for a planned
event.

1-3. Recognize the roles and responsibilities of the event security planner.

1-4. Summarize the relationship of security planning to event planning and the role of the
security committee.

Resources

- Participant Guide
- Module handouts

Instructor to Participant Ratio

Preferred instructor to student ratio is 1:20-30

Reference List

- U.S. Department of Justice. (2000). Managing Major Public Events: A Planning Guide
for Municipal Officials, Law Enforcement, Community Leaders, Organizers and
Promoters.

- City of Oceanside Neighborhood Services Department. Retrieved March 2007 from
http://lwww.ci.oceanside.ca.us/pdf/seventsplanning.pdf.

- Texas Library Organization. Planning Special Events. Retrieved March 2007 from
http://www.txla.org/html/toolkit/public/lll_events.html.

- Hodge, Michael A. (2005). Security Essentials for Event Planners. Retrieved February
15, 2007 from http://www.specialevents.com/mag/events_security_essentials_for_
event_ planners_20050117/index.html.
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- Shuster, Robert D. (2003). Security Strategies for Special Events. Retrieved February
14, 2007 from http://specialevents.com/mag/meetings_security _strategies_speciall.

- Sherwood, Charles W. (1998, August). Security Management for a Major Event. FBI
Law Enforcement Bulletin. Retrieved February 12, 2007 from http://www.fbi.gov/
publications/leb/1998/aug98leb.pdf

Practical Exercise (PE) Statement

There are no PE’s associated with this module.

Assessment Strategy

- Observation of student participation
- Instructor facilitated verbal review of module
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MODULE 2: Intelligence Planning - Administration Page

Duration

This module is 1 hour in duration.

Scope Statement

This module offers an overview of “intelligence” as a mechanism to prevent/mitigate security
incidents at planned events. It presents some basic concepts of intelligence with particular
emphasis on the importance of gathering and assessing intelligence to support efforts to
anticipate, identify, prevent/mitigate, and monitor criminal activity.

Terminal Learning Objectives (TLO)

Students will be able to describe the basic concepts of gathering information and developing
intelligence, assess their organization’s intelligence capability, and identify resources available
to prevent and monitor criminal activity.

Enabling Learning Objectives (ELO)

2-1. State the role of the security planner in dealing with intelligence for planned events.
2-2.Describe basic concepts of intelligence.

2-3.Describe the intelligence capability of the planner’s organization and identify needs for
improvement.

2-4. List specific resources available to the planner for intelligence support.

Resources

- FEMA. (2005). Special Events Contingency Planning: A Job Aids Manual.
- Participant Guide

Instructor to Participant Ratio:

Preferred Instructor to student ratio is 1:20-30

Reference List:

- Carter, D.L. (2004). Law Enforcement Intelligence: A Guide for State, Local and Tribal
Law Enforcement Agencies. Cooperative agreement with Department of Justice and
Office of Community Oriented Policing Services.

- FEMA. (2005). Special Events Contingency Planning: A Job Aids Manual. (2005).

- Governor Ernie Fletcher Unveils Intelligence Fusion Center to Help Federal, State
Agencies Prevent and Track Criminal Activity. (2006). Retrieved April 25, 2007 from
http://governor.ky.gov/newsroom/pressreleases/20061009fusion.htm.

- Sherwood, C.W. (1998). Security Management for a Major Event. FBI Law
Enforcement Bulletin. Retrieved February 12, 2007 from http://findarticles.com/p/
articles/mi_mz2194/is_n8 v67/ai_21094430

- New Jersey State Police, Center for Policing Terrorism at the Manhattan Institute.
(2006). Practical Guide to Intelligence-Led Policing.
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- Connors, E. (2006,). Planning and Managing Security for Major Special Events:
Guidelines for Law Enforcement. Institute for Law and Justice for Office of Community
Oriented Policing Services, US Department of Justice.

- Hodge, M. A. (2005). Security Essentials for Event Planners. Retrieved Feb 15, 2007

from
http://lwww.specialevents.com/mag/events_security_essentials_for_event_planners_200
50117/index.html

- Shuster, R. D. (2003). Security Strategies for Special Events. Retrieved February 14,
2007 from http://specialevents.com/mag/meetings_security strategies_speciall.

Practical Exercise Statement:

Students will view a scenario based video and will be required to analyze the situation by
answering questions posed at the end of each video clip. The instructor will facilitate a
classroom discussion utilizing student responses.

Assessment Strategy:

- Observation of student participation;
- Instructor-facilitated review of module content.
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MODULE 3: Developing and Using Risk Assessments (RA)

Duration

This module is 1.25 hours in duration.

Scope Statement

This module emphasizes the importance of risk assessment (RA) in event planning. It provides
a brief introduction to calculating risk. With a focus on risk management and priority planning,
the module addresses identification of low to critical levels of threats, vulnerabilities, and
impacts.

Terminal Learning Objectives (TLO)

Students will be able to identify realistic threats, vulnerabilities, and impacts facing planned
events and use risk assessment as a means to plan for the prevention/mitigation and
management of risks.

Enabling Learning Objectives (ELO)

3-1. Describe basic fundamentals/concepts of RA

3-2. Describe the relationship of risk assessment to intelligence activities and to the role of
security planner.

3-3. Demonstrate the ability to calculate risk using the risk assessment model R=T x V x I.

3-4. List examples of threats, vulnerabilities, and impacts, and be able to identify actions to
manage risk.

Resources

- Participant guide
- Module handouts

Instructor to Participant Ratio

Preferred Instructor to student ratio is 1:20-30

Reference List

- Shuster, R. D. (2003, February 1). Security Strategies for Special Events. Retrieved
February 14, 2007 from http://specialevents.com/mag/meetings_security_strategies_special/

- Sherwood, C. W. (1998). Security Management for a Major Event. FBI Law Enforcement
Bulletin, retrieved February 12, 2007 from http://findarticles.com/p/articles/
mi_m2194/is_n8_v67/ai_21094430

- New Jersey State Police, Center for Policing Terrorism at the Manhattan Institute. (2006).
Practical Guide to Intelligence-Led Policing .

- Lee, W.D. (2005). Risk Assessments and Future Challenges. FBI Law Enforcement
Bulletin. Retrieved April 25, 2007 from http://findarticles.com/p/articles/mi_m2194/
is_7_74/ai_nl15966212.

- Jones, G.B. (2005). Towards a Strategic Approach to Special Events Management in the
Post 9/11 World. Naval Postgraduate School Thesis.
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- Government Accountability Office. Report to Congressional Requesters: Drug Control,
Inadequate Guidance results in Duplicate Intelligence Production Efforts. Retrieved April,

2007 from http://archive.gao.gov/d32t10/146612.pdf
- Carter, David L. (2004). Law Enforcement Intelligence: A Guide for State, Local and
Tribal law Enforcement Agencies. US Department of Justice Office of Community Printed

Policing Services.

Practical Exercise Statement

Using a blank RA form provided in module handouts, students will work with and fill out an
example of RA.

Assessment Strategy

- Observation of student participation
- Instructor facilitated verbal review of each module’s content
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MODULE 4: Law Enforcement (LE) Activities Associated with
Event Security Planning

Duration

This module is 1.5 hours in duration.

Scope Statement

This module will provide students with information on law enforcement activities which serve as
the foundation for developing an event security plan. Discussion will include basic planning
considerations as compared to special security considerations for law enforcement activities
conducted during planned events such as managing demonstrations, access control and
credentialing, infrastructure security and traffic/transportation and how these activities are
modified to deal with the specific event scenario.

Terminal Learning Objectives (TLO)

Each participant should be able to explain concepts of why and how common law enforcement
activities are modified to become “force multipliers” during planned events.

Enabling Learning Objectives (ELO)

4.1. Give examples of special security considerations when planning for management of
demonstrations.

4.2.  Give examples of special security considerations when planning access management.

4.3. Give examples of special security considerations when planning infrastructure security.

4.4. Give examples of special security considerations when planning traffic and
transportation.

Resources

- Patrticipant guide
- Module handouts

Instructor to Participant Ratio

Preferred Instructor to student ratio is 1:20-30

Reference List

- Connors, E. (2006, June). “Planning and Managing Security for Major Special Events:
Guidelines for Law Enforcement.” Institute for Law and Justice for Office of Community
Oriented Policing Services, US Department of Justice.

- Jones, G.B. Supervisory Special Agent, FBI Rockford, Ill.

- Ledewitz, B. “Civil Disobedience, Injunctions, and the First Amendment.” Hofstra Law
Review 19, no. 12 (1990): 67, 69; as cited in Jaime I. Roth. “Reptiles in the Weeds: Civil
RICO vs. The First Amendment in the Animal Rights Debate,” University of Miami Law
Review 56, no. 2 (2002): 470.

- U.S. Department of Justice, Federal Bureau of Investigation. (2004). The Radical Anti-
globalization Movement: Future Trends.
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- Porter, D. D., & Reiter, H. (1998). Introduction, The Policing of Protest in Western
Democracies. In D. Porter & H. Reiter (Eds.), Policing Protest. The Control of Mass
Demonstrations in Western Democracies (p. 15). Minneapolis, MN: University of
Minnesota Press.

- Lundman, R. (1999, March). Review of Policing Protest: The Control of Mass
Demonstrations in Western Democracies. Contemporary Sociology 28, 226.

- MacPhail, C., Schweingruber, D., & McCarthy, D. (1998). Chapter 2, Policing Protest
in the United States: 1960-1995. In D. Porta & H. Reiter (Eds.), Policing Protest. The
Control of Mass Demonstrations in Western Democracies (pp. 50-51). Minneapolis, MN:
University of Minnesota Press.

- Ordway P. Burden. “Peacekeeping and the ‘Thin Blue Line’: Law Enforcement and the
Preservation of Civil Rights,” The Police Chief 59, (June 1992): 16-26; and Thomas
Sardino. “The Demonstration Experience at Syracuse University,” Campus Law
Enforcement Journal 15 (May 1985): 33-34; cited in MacPhalil et al. “Chapter 2,” 51.

- Kleinknecht, G.H. & Mizell, G. (1982, March). Abortion: A Police Response. FBI Law
Enforcement Bulletin 51.

- Sandora, J.A. & Petersen, R.C. (1980, December). Crowd Control and the Small Police
Department. FBI Law Enforcement Bulletin 49. In MacPhail et al. (pp. 52-53).
Minneapolis, MN: University of Minnesota Press.

- U.S Department of Transportation, Research and Special Programs Administration,
Volpe National Transportation Systems Center. (2004). Transit Security Design
Considerations. Retrieved Sep 2007 from http://transitsafety.volpe.dot.gov/Security/
SecurityIntitiatives/DesignConsiderations/CD/sec5.htm

- US Department of Transportation, Federal Highway Administration. (2003). Managing
Travel for Planned Special Events. Retrieved Sep 2007 from
http://ops.fhwa.dot.gov/program__ areas/sp-evnts-mgmt.htm.

- US Department of Transportation, Federal Highway Administration. Traffic Management
Plan Checklist retrieved Sep 2007 from
http://ops.fhwa.dot.gov/publications/psechecklists/ checklist_3.htm
- US Department of Transportation, Federal Highway Administration. Initial Planning
Activities Checklist. Retrieved Sep 2007 from
http://ops.fhwa.dot.gov/publications/psechecklists/ checklist_1.htm

Practical Exercise (PE) Statement

There are no PE’s associated with this module.

Assessment Strategy

- Observation of student participation
- Instructor facilitated verbal review of each module’s content
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MODULE 5: Planning for Command, Control and
Communications (C3)

Duration

This module is 1 hour in duration.

Scope Statement

This module will look at the definitions of each element of command, control and
communications (C3) and what each means individually. The main idea, however, that even
though they are independent elements, they are interrelated, and their interdependence must be
understood.

Terminal Learning Objectives (TLO)

Students will be able to explain the importance of C3 planning and give examples of the special
considerations required when developing a command, control and communications plan for
security during a planned event.

Enabling Learning Objectives (ELO)

5.1. List and explain the planning considerations used in developing an effective
communications plan for event security.

5.2. Explain the importance of interoperability. Give examples of internal and external
communications issues and possible solutions.

5.3. Explain concepts of effective command and control and considerations used in
developing command and control plans for planned events.

Resources

- Patrticipant guide
- Module handouts

Instructor to Participant Ratio

Preferred Instructor to student ratio is 1:20-30

Reference List

- United States Army. (2003). Mission Command: Command and Control of Army Forces”,
Army (Field Manual 6-0). Retrieved Aug 2007 from
www.army.mil/usapa/doctrine/Active_ FM.html

- Pessemier, W. L. (2006a). Top Priority: A Fire Service Guide to Interoperable
Communications. Retrieved Aug 2007 from
www.interoperability.virginia.gov/pdfs/FireService-InteropHandbook.pdf

- Pessemier, W. L. (2006b). The 3 Cs. Fire Rescue Magazine. Retrieved Aug 2007 from
www.interoperability.virginia.gov/pdfs/FireService-InteropHandbook.pdf

- FEMA. (1996). Fire Department Communications Manual: A Basic Guide to System
Concepts and Equipment. Retrieved Aug 2007 from
www.usfa.gov/fireservice/research/safety/ communication.shtm.
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- Pessemier, W. Does Anything Really Change after a Catastrophic Event? Lessons from
the Columbine High School Incident Commander. Retrieved Aug 2007 from
http://cms.firehouse.com/content/article/printer.jsp?id=54482.

- U.S. Dept. of Justice. (2007). Public Safety Communications and Interoperability, (NCJ
214331). Retrieved Aug 2007 from www.ojp.usdoj.gov.

- Texas Dept. of Public Safety. Law Enforcement Communications Diagram,
Communications Planning Notes. Retrieved Aug 2007 from
ftp.txdps.state.tx.us/dem/plans/gplnote.

Practical Exercise Statement

There are no PE’s associated with this module.
Assessment Strategy

- Observation of student participation
- Instructor facilitated verbal review of each module’s content
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